TEE DEFENCE ADVISORY NOTICES 
A REVIEW OF THE D NOTICE SYSTEM 



MINISTRY OF DEFENCE 



OPEN GOVERNMENT DOCUMENT NO 93/06 



The Defence, Press and Broadcasting Committee has 
agreed a number of significant changes to the D Notice 
System as a result of the review announced in October 
199 2 by the Minister of State for the Armed Forces and 
undertaken by the Committee. 

The aim of the review was to make the system more 
transparent and relevant in the light of international 
changes and the increased emphasis on openness in 
Government. 

The review has concluded that the D Notices should be 
revised and reduced in number, and that their name 
should be changed to Defence Advisory Notices (DA 
Notices) better to reflect the voluntary and advisory 
nature of the system. 

The DA Notices are issued by the renamed Defence, 
Press and Broadcasting Advisory Committee ( DPBAC ) and 
replace the D Notices last circulated to editors, 
producers, publishers and officials in November 1989. 
They come into effect on 1 August. Their publication 
is intended to promote a better understanding of the 
system and to be a contribution to greater openness. 

Further copies can be obtained from the Secretary 
DPBAC, Room 2235, Ministry of Defence, Main Building, 
Whitehall, London, SW1A 2HB . 
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DEFENCE PRESS AND BROADCASTING ADVISORY COMMITTEE 



GENERAL INTRODUCTION TO THE DEFENCE ADVISORY NOTICES 

1. Public discussion of the United Kingdom's defence 
and counter-terrorist policy and overall strategy does 
not impose a threat to national security and is 
welcomed by Government. It is important however that 
such discussion should not disclose details which 
could damage national security. The DA Notice System 
is a means of providing advice and guidance to the 
media about defence and counter-terrorist information 
the publication of which would be damaging to national 
security. The system is voluntary, it has no legal 
authority and the final responsibility for deciding 
whether or not to publish rests solely with the editor 
or publisher concerned. 

2. DA Notices are issued by the Defence, Press and 
Broadcasting Advisory Committee ( DPBAC ) , an advisory 
body composed of senior civil servants and editors 
from national and regional newspapers, periodicals, 
news agencies, television and radio. It operates on 
the shared belief that there is a continuing need for 
a system of guidance and advice such as the DA Notice 
System, and that a voluntary, advisory basis is best 
for such a system. 

3. The 1993 edition of the DA Notices recognises the 
changed circumstances following the break-up of the 
Soviet Union and Warsaw Pact and the UK's involvement 
in smaller-scale conflicts, the undiminished and 
currently high threat from terrorist attacks and the 
risk of proliferation of weapons of mass destruction. 
It also takes account of the continued targeting of 
the UK by foreign intelligence services. 

4 . Compliance with the DA Notice system does not 
relieve the editor of responsibilities under the 
Official Secrets Acts. 

5. The Secretary DPBAC (the DA Notice Secretary) is 
the servant of the Government and the Press and 
Broadcasting sides of the Committee. He is available 
at all times to Government departments and the media 
to give advice on the system and, after consultation 
with Government departments as appropriate, to help in 
assessing the relevance of a DA Notice to particular 
circumstances . 
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DA NOTICE NO 1 



OPERATIONS, .PLANS AND CAPABILITIES 



1. It is requested that disclosure or publication of 
highly classified information of the kind listed below 
should not be made without first seeking advice 

a. details of present or future operations, 
methods, tactics and contingency planning, 
to meet particular hostile situations and to 
counter threats of terrorist attacks; 

b. details of the state of readiness and 
operational capability of individual units 
or formations whose involvement in such 
operations is current or may be imminent; 

c. operational movements of such individual 
units or formations (as distinct from 
routine movements unconnected with 
operations ) ; 

d. particulars of current or projected 
tactics, trials, techniques and training 
( including anti-interrogation training and 
operational techniques and tactics used to 
counter terrorism); 

e. details of defensive or counter- 
terrorist measures taken by individual 
installations, units or formations. 

2. Rationale . It is important not to publish 
information which could be damaging to national 
security by giving a potential enemy important 
strategic or operational advantages; which could be 
exploited by terrorists to devise counter-measures 
with the consequence that attacks which might 
otherwise have been frustrated could prove successful; 
or which could compromise counter-terrorist 
operations, endanger lives or put sources at risk. 
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DA NOTICE NO 2 



NQN-NTTHT.-RAP WEAPONS AND OPERATIONAL EQUIPMENT 

1. It is requested that disclosure or publication of 
highly classified information about defence equipment, 
or equipment used to counter threats of terrorist 
attacks, of the kind listed below, should not be made 
without first seeking advice. 

a. code names and code numbers; 

b. design details, technical 
specifications, materials and production 
methods ; 

c. trials and new facilities for them, 
trials equipments, dates and results; 

d. performance figures and operational 
capabilities; 

e. areas of vulnerability to counter- 
measures ; 

f. total numbers , orders, rates of 
production, stocks and forecast dates of 
entry into service; 

g. detailed photographic and other 
pictorial or diagrammatic material 
disclosing highly classified developments. 

The above categories may also relate to cancelled 
projects if publication could jeopardise projects 
which are continuing. 

2. Rationale . The disclosure of highly classified 
information about equipment used for defence and 
counter-terrorism purposes could enable potential 
enemies or terrorists to devise effective counter- 
measures more quickly, to speed up the development of 
their own weapons and equipment and to alter their 
operating methods so that attacks which might 
otherwise have been frustrated could prove successful. 
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DA NOTICE NO 4 

CIPHERS AND SECURE COMMUNICATIONS 

1. It is requested that no details be published, 
without prior consultation, of HM Government's highly 
classified codes and ciphers, related data protection 
measures and communication facilities, or those of 
NATO or other allies. 

2 . It is also requested that advice be sought before 
disclosing, or elaboration on, information published 
at home or overseas about UK official codes and 
ciphers or their potential vulnerability. 

3. Rationale . Disclosures that could compromise 
codes and ciphers put at risk the classified 
information protected by them. Revealing details of 
associated data protection measures and communications 
facilities, whether obtained, for example, from 
documents or by techniques such as computer hacking, 
could assist potential enemies to penetrate these 
elements of national security. 
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DA NOTICE NO 5 

IDENTIFICATION OF SPECIFIC INSTALLATIONS 



1. It is requested that disclosure or publication of 
details, illustrations or photographs of the following 
facilities should not be made without first seeking 
advice: 



a. defence and related sites associated 
with the nuclear weapons programme; 

b. underground installations for the 
storage and movement of emergency reserves 
of oil and the capacity of non-commercial 
oil storages or pipelines; 

c. sites of headquarters or communications 
facilities for use by government or NATO in 
time of crisis. 

2. Rationale . Information about key facilities and 
installations could be of value to persons or 
governments whose interests might be harmful to those 
of the UF and NATO. 
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DA NOTICE NO 6 



UNITED KINGDOM SECURITY AND INTELLIGENCE SERVICES 

1. It is requested that information falling within 
the following categories should not be published 
without first seeking advice: 

a. specific operations, sources and methods 
of the Security Service, SIS and GCHQ and 
those involved with them, the application of 
those methods, including the interception of 
communications, and their targets; the same 
applies to those engaged on sensitive 
counter-terrorist operations ; 

b. the identities, whereabouts and tasks of 
staff employed by these services or engaged 
on such work, including details of their 
families and home addresses, and any other 
information, including photographs, which 
could assist terrorist or other hostile 
organisations to identify a target (with the 
exception of details which have been 
officially announced); 

c. the addresses and telephone numbers used 
by these services, other than those which 
have been the subject of an official 
announcement . 

2 . It is also requested that where other individuals 
are likely targets for attacks by terrorists, care 
should be taken not to publish details of their home 
addresses without first seeking advice. 

Rationale 

3. Identified staff from the intelligence and 
security services, others engaged on sensitive 
counter-terrorist operations and those who are likely 
targets for attack are at real risk from terrorists. 
Security and intelligence operations, contacts and 
techniques are easily compromised, and therefore need 
to be pursued in conditions of secrecy. Publicity 
about an operation which is in train finishes it. 
Publicity given even to an operation which has been 
completed, whether successfully or not, may well deny 
the opportunity for further exploitation of a 
capability, which may be unique against other hostile 
and illegal activity. The disclosure of identities 
can prejudice past, present and future operations. 
Even inaccurate speculation about the source of 
information on a given issue can put intelligence 
operations (and, in the worst cases, lives) at risk 
and/or lead to the loss of information which is 
important in the interests of national security. 
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HOW THE SYSTEM WORKS 



PURPOSE 

1. The Defence , Press and Broadcasting Advisory 
Committee oversees a voluntary code which operates 
between those Government departments which have 
responsibilities for national security and the media; 
using as its vehicle the DA Notice system. 

COMPOSITION 

2. The Committee is chaired by the Permanent Under- 
secretary of State for Defence. 

3 . Membership may be varied from time to time by 
agreement. At present there are three members 
representing Government departments , one each from the 
Home Office , the Ministry of Defence and the Foreign 
and Commonwealth Office. 

4 . At present there are eleven members nominated by 
the media; three by the Newspaper Publishers 
Association, two by the Newspaper Society, two by the 
Periodical Publishers Association and one each by the 
Scottish Daily Newspaper Society, the Press 
Association, the British Broadcasting Corporation and 
Independent Television News. The Publishers 
Association was invited in 1982 to nominate a 
representative but declined. 

5. The press and broadcasting members select one of 
their number as Chairman of their side and Vice 
Chairman of the Committee. He leads for their side at 
Committee meetings and provides a point of day-to-day 
contact for them and for the Secretary. 

6. The Committee is served by a full-time Secretary 
and part-time Deputy Secretary who substitutes in the 
Secretary's absence on leave etc. 

RESPONSIBILITY OF MEMBERSHIP 

7. The Press and Broadcasting members respond to 
proposals from the government departments concerned 
and advise the Committee on those areas of information 
in which it may be reasonable to invite guidance 
reflecting the interests of national security. 
Official proposals may not be issued in DA Notice form 
without the consent of the Press and Broadcasting 
members . 
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MEETINGS 



8 . The Committee normally has a Spring and Autumn 
meeting each year. It reviews the Secretary's report 
of guidance sought and advice offered over the 
previous six months. It also reviews the content of 
the DA Notices as necessary to ensure that amendments 
are made to meet the changing needs of national 
security. 

PA . NO T I CES 

9. The DA Notices Notices are intended to provide to 
national and provincial newspaper editors , to 
periodicals editors, to radio and television 
organisations and to relevant book publishers general 
guidance on those areas of national security which the 
Government considers it has a duty to protect. The 
Notices, together with a General Introduction, details 
of the Committee and how to contact the Secretary, are 
widely distributed to editors, producers and 
publishers and also to officials in Government 
departments, military commanders, chief constables and 
some institutions. The Notices have no legal standing 
and advice offered within their framework may be 
accepted or rejected partly or wholly. 

10. Although the system is normally applied through 
the standing DA Notices, should it be found necessary 
to issue a DA Notice on a specific matter, the 
Government department concerned will agree a draft of 
the proposed Notice with the Secretary who, from his 
experience, can advise upon the form and content which 
are likely to make it acceptable to the press and 
broadcasting members. The Secretary will then seek 
the agreement of both sides of the DPBAC to the draft 
and, if it is obtained, issue the text as a DA Notice. 

SECRETARY DPBAC 

11. The Secretary is normally a retired two-star 
officer from the Armed Forces, employed as a Civil 
Servant on the budget of the Ministry of Defence. He 
is the servant of the Government and Press and 
Broadcasting sides of the Committee, a fact which is 
recognised by the Vice Chairman being involved in the 
process of his selection. Similar arrangements apply 
for the Deputy Secretary who is also normally a 
retired service officer. 



12. The Secretary (or Deputy Secretary) is available 
at all times to Government departments and the media 
to give advice on the system, taking into account the 
general guidance given to him by the Committee. DA 
Notices are necessarily drafted in somewhat general 
terms and it is the application of a DA Notice to a 
particular set of circumstances on which the 
Secretary is expected to give guidance, consulting as 
necessary with appropriate departmental officials. He 
is not invested with the authority to give rulings nor 
to advise on considerations other than national 
security. 
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